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The COVID-19 pandemic has globally shifted millions of people from working at their workplace
to teleworking from home.[1] Even though the pandemic seems to have subsided and people have
returned to the office, the phenomenon of remote work has become an integral part of modern
working life.[2] In this essay, I aim to demonstrate how the growing phenomenon of remote work
and the accompanying intrusive monitoring trend challenge employees’ basic rights to privacy,
humanity and dignity and urge us to reconsider the regulation of these rights in the modern
workplace.

Working from home involves intrusive methods of supervision. Some of these methods are
comparable to those in the workplace, but in the private sphere of the employee, they seem to be
much more offensive because they involve tracking the employee’s and their family members’
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most personal surroundings and data. In addition, reality shows that, often, working from home
actually involves methods of supervision that are more intrusive than those of the workplace. This
is because in the workplace, employees can be casually observed by their managers or colleagues

since they are all part of the same physical space.[3] By contrast, when it comes to remote work,
employers feel that they must use additional methods to ensure that their workers are actually

working from home and not spending their working day on personal activities.[4] Remote workers’
daily activity is hence meaningfully more monitored in comparison to that of office workers.

Today, various US remote workers consequently face pressure to accept home surveillance that
includes monitoring by AI-powered cameras in their private homes, along with voice analytics and

storage of data collected from the workers and their family members.[5] Some remote workers are
required to install programs that constantly record their keyboard strokes, mouse movements and
websites visited, in an attempt to ensure that they genuinely devote all their time to work

activities.[6] Similarly, some tracking programs have been designed to take random screenshots of a

worker’s computer[7] or even video record the worker’s screen or photograph the worker themself

every 10 minutes[8] – all to verify that the worker is working in front of the computer during all
their working time and to deter them from leaving their seat even for a small break to stretch or use
the bathroom.

Since the beginning of the COVID-19 pandemic, sales of various surveillance apps whose purpose

is to supervise workers’ activity from a distance have dramatically increased in the United States.[9]

Furthermore, an increasing number of firms worldwide have admitted that they have begun to use

remote tracking technology to track and monitor their employees’ productivity from a distance.[10]

This reality has dramatic implications not only for employees’ but also for their family members’
most basic right to privacy.[11]

However, with regard to monitoring remote workers, the right to privacy is not the only right that
is under a threat; other labour rights are also at stake. The shift to remote work has increased the
generation of various sophisticated productivity tracking programs, which have allowed employers
to determine the moments in which workers are working and pausing, and to compensate them
accordingly. An increasing number of US companies are using extensive monitoring software on
their remote workers that not only ensure that these workers are actually working but also strictly
count the minutes in which they actively work, thereby allowing employers to pay their remote
workers only for the concrete minutes when the system has detected active work.

In this way, according to a special report in the New York Times from August 2022, “Architects,
academic administrators, doctors, nursing home workers and lawyers described growing electronic
surveillance over every minute of their workday. They echoed complaints that employees in many
lower-paid positions have voiced for years: that their jobs are relentless, that they don’t have
control — and in some cases, that they don’t even have enough time to use the bathroom. In
interviews and in hundreds of written submissions to The Times, white-collar workers described
being tracked as “demoralizing,” “humiliating” and “toxic.” Micromanagement is becoming
standard, they said.”[12]

These growing, invasive practices raise questions about the limitations of the current discourse on
the right to privacy. Productivity tracking programs urge us to reconsider the broader meaning of
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the right to privacy in the modern world as well as the right to be paid for work and the right to be
treated as a human being who needs a break and not as a machine. In other words, the growing use
of productivity tracking programs demonstrates how employees’ right to privacy is intertwined
with additional issues of humanity and dignity.

Since privacy appears to be strictly connected to humanity and dignity in the modern workplace, it
is important that any suggested solution to this problem restores the humanity of workers and
ensures that they will be treated, first and foremost, as human beings and not as machines. For this
reason, I suggest that every solution to this problem should include negotiation between employers
and their employees’ representatives, which can best ensure that employees’ voices and needs are
considered.[13] The current technological capacity for surveillance that employers have at their
disposal favours the professional interests of the employer at the expense of employees’ rights to
privacy, dignity and humanity. This is another reason why employers should be obligated to
negotiate and agree on their monitoring policies for remote work with the employees’
representatives.

This obligatory negotiating process can limit the employer’s intrusion into the private domain of
remote workers who work from home and ensure that employees’ right to privacy is respected. It
can also compel employers to heed employees’ needs and voices to ensure protection of the
employees’ humanity and dignity. By taking employees into account through negotiations with
their representatives on the limitation of their remote surveillance, employers will be “reminded”
that there are human beings who are influenced by the managerial decisions. It will consequently
force employers to consider not only their economic interests but also their employees’ rights to
privacy, humanity and dignity when establishing monitoring policies.[14]

________

References

[1] Int’l Labour Org., COVID-19: Guidance for Labour Statistics Data Collection (June 5, 2020),
https://www.ilo.org/wcmsp5/groups/public/—dgreports/—stat/documents/publication/wcms_7470
75.pdf; Int’l Labour Org., Working from Home: Estimating the Worldwide Potential (May 7,
2 0 2 0 ) ,
https://www.ilo.org/global/topics/non-standard-employment/publications/WCMS_743447/lang–en/
index.htm; Erik Brynjolfsson et al., COVID-19 and Remote Work: An Early Look at US Data
(April 8, 2020), https://john-joseph-horton.com/papers/remote_work.pdf; Susan Hayter, ‘Business
as Unusual’: How COVID-19 Brought Forward the Future of Work, ILO Blog: Work In Progress
( J u n e  2 2 ,  2 0 2 0 ) ,
https://iloblog.org/2020/06/22/business-as-unusual-how-covid-19-brought-forward-the-future-of-w
ork/#more-3367; Office Re-Entry is Proving Trickier than Last Year’s Abrupt Exit, The Economist
( J u l y  3 ,  2 0 2 1 )
https://www.economist.com/business/2021/07/01/office-re-entry-is-proving-trickier-than-last-years
-abrupt-exit.

[2] The Next Great Disruption Is Hybrid Work—Are We Ready?, Microsoft (Mar. 2021)
https://www.microsoft.com/en-us/worklab/work-trend-index/hybrid-work; Exploring Policy
Options on Teleworking: Steering Local Economic and Employment Development in the Time of
Remote Work, OECD Local Economic and Employment Development 2020 7-8
https://doi.org/10.1787/5738b561-en; 10 Breakthrough Technologies 2021, MIT Tech. Rev. (Feb.

https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftn13
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftn14
https://www.ilo.org/wcmsp5/groups/public/---dgreports/---stat/documents/publication/wcms_747075.pdf
https://www.ilo.org/wcmsp5/groups/public/---dgreports/---stat/documents/publication/wcms_747075.pdf
https://www.ilo.org/global/topics/non-standard-employment/publications/WCMS_743447/lang--en/index.htm
https://www.ilo.org/global/topics/non-standard-employment/publications/WCMS_743447/lang--en/index.htm
https://john-joseph-horton.com/papers/remote_work.pdf
https://iloblog.org/2020/06/22/business-as-unusual-how-covid-19-brought-forward-the-future-of-work/#more-3367
https://iloblog.org/2020/06/22/business-as-unusual-how-covid-19-brought-forward-the-future-of-work/#more-3367
https://www.economist.com/business/2021/07/01/office-re-entry-is-proving-trickier-than-last-years-abrupt-exit
https://www.economist.com/business/2021/07/01/office-re-entry-is-proving-trickier-than-last-years-abrupt-exit
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref2
https://www.microsoft.com/en-us/worklab/work-trend-index/hybrid-work
https://doi.org/10.1787/5738b561-en


4

Global Workplace Law & Policy - 4 / 5 - 09.02.2023

2 4 ,  2 0 2 1 ) ,
https://www.technologyreview.com/2021/02/24/1014369/10-breakthrough-technologies-2021/?trui
d=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm
_campaign=the_download.unpaid.engagement&utm_term=&utm_content=03-15-2021&mc_cid=2
fb.

[3] Will Douglas Heaven, This Startup Is Using AI to Give Workers a “Productivity Score,” MIT
T e c h .  R e v .  ( J u n e  4 ,  2 0 2 0 ) ,
https://www.technologyreview.com/2020/06/04/1002671/startup-ai-workers-productivity-score-bia
s - m a c h i n e - l e a r n i n g - b u s i n e s s -
covid/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=e
m a i l & u t m _ c a m p a i g n = t h e _ d o w n l o a d . u n p a i d . e n g a g e m e n t & u t m _ t e r m = n o n -
subs&utm_content=06-25-2020.

[4] Amy Vatcha, Workplace Surveillance Outside the Workplace: An Analysis of E?Monitoring
Remote Employees, 15 IS Chanel, 4, 4 (2020).

[5] Olivia Solon, Big Tech Call Center Workers Face Pressure to Accept Home Surveillance, NBC
N e w s  ( A u g .  8 ,  2 0 2 1 ) ,
https://www.nbcnews.com/tech/tech-news/big-tech-call-center-workers-face-pressure-accept-home
-surveillance-n1276227.

[6] Heaven, supra note 3.

[7] Adam Satariano, How My Boss Monitors Me While I Work from Home, N.Y. Times (May 6,
2 0 2 0 ) ,
https://www.nytimes.com/2020/05/06/technology/employee-monitoring-work-from-home-virus.ht
ml.

[8] Heaven, supra note 3; Bobby Allyn, Your Boss Is Watching You: Work-from-Home Boom
L e a d s  t o  M o r e  S u r v e i l l a n c e ,  N P R  ( M a y  1 3 ,  2 0 2 0 ) ,
https://www.npr.org/2020/05/13/854014403/your-boss-is-watching-you-work-from-home-boom-le
ads-to-more-surveillance.

[9] Polly Mosendz & Anders Melin, Spy Software to Keep Tabs on Remote Workers, Bloomberg
T e c h .  ( M a r .  2 7 ,  2 0 2 0 ) ,
https://www.bloomberg.com/news/features/2020-03-27/bosses-panic-buy-spy-software-to-keep-tab
s-on-remote-workers; Samara Lynn, As Employee Monitoring Extends to Workers’ Homes and
Hea l th ,  Some  See  C iv i l  R igh t s  Threa t ,  ABC News  (May  23 ,  2020 ) ,  
https://abcnews.go.com/U9S/employee-monitoring-extends-workers-homes-health-civil-rights/stor
y?id=70665085; Drew Harwell, Managers Turn to Surveillance Software, Always-On Webcams to
Ensure Employees Are (Really) Working from Home, Wash. Post (Apr. 30, 2020),
https://www.washingtonpost.com/technology/2020/04/30/work-from-home-surveillance/.

[10] As an instance, according to a U.K survey from November 2020, 12% of all firms have
already implemented tracking software in the U.K. Vivek Dodd, Remote-working Compliance
Y o u G o v  S u r v e y ,  S k i l l C a s t  ( N o v .  2 5 ,  2 0 2 0 ) ,
https://www.skillcast.com/blog/remote-working-compliance-survey-key-findings.

[11] For further elaboration on this, see Tammy Katsabian, The Telework Virus: How COVID-19

https://www.technologyreview.com/2021/02/24/1014369/10-breakthrough-technologies-2021/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=&utm_content=03-15-2021&mc_cid=2fb
https://www.technologyreview.com/2021/02/24/1014369/10-breakthrough-technologies-2021/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=&utm_content=03-15-2021&mc_cid=2fb
https://www.technologyreview.com/2021/02/24/1014369/10-breakthrough-technologies-2021/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=&utm_content=03-15-2021&mc_cid=2fb
https://www.technologyreview.com/2021/02/24/1014369/10-breakthrough-technologies-2021/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=&utm_content=03-15-2021&mc_cid=2fb
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref3
https://www.technologyreview.com/2020/06/04/1002671/startup-ai-workers-productivity-score-bias-machine-learning-business-covid/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=non-subs&utm_content=06-25-2020
https://www.technologyreview.com/2020/06/04/1002671/startup-ai-workers-productivity-score-bias-machine-learning-business-covid/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=non-subs&utm_content=06-25-2020
https://www.technologyreview.com/2020/06/04/1002671/startup-ai-workers-productivity-score-bias-machine-learning-business-covid/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=non-subs&utm_content=06-25-2020
https://www.technologyreview.com/2020/06/04/1002671/startup-ai-workers-productivity-score-bias-machine-learning-business-covid/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=non-subs&utm_content=06-25-2020
https://www.technologyreview.com/2020/06/04/1002671/startup-ai-workers-productivity-score-bias-machine-learning-business-covid/?truid=8219d0a9ebea58a478e069ae44c726a8&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=non-subs&utm_content=06-25-2020
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref4
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref5
https://www.nbcnews.com/tech/tech-news/big-tech-call-center-workers-face-pressure-accept-home-surveillance-n1276227
https://www.nbcnews.com/tech/tech-news/big-tech-call-center-workers-face-pressure-accept-home-surveillance-n1276227
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref6
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref7
https://www.nytimes.com/2020/05/06/technology/employee-monitoring-work-from-home-virus.html
https://www.nytimes.com/2020/05/06/technology/employee-monitoring-work-from-home-virus.html
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref8
https://www.npr.org/2020/05/13/854014403/your-boss-is-watching-you-work-from-home-boom-leads-to-more-surveillance
https://www.npr.org/2020/05/13/854014403/your-boss-is-watching-you-work-from-home-boom-leads-to-more-surveillance
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref9
https://www.bloomberg.com/news/features/2020-03-27/bosses-panic-buy-spy-software-to-keep-tabs-on-remote-workers
https://www.bloomberg.com/news/features/2020-03-27/bosses-panic-buy-spy-software-to-keep-tabs-on-remote-workers
https://abcnews.go.com/U9S/employee-monitoring-extends-workers-homes-health-civil-rights/story?id=70665085
https://abcnews.go.com/U9S/employee-monitoring-extends-workers-homes-health-civil-rights/story?id=70665085
https://www.washingtonpost.com/technology/2020/04/30/work-from-home-surveillance/
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref10
https://www.skillcast.com/blog/remote-working-compliance-survey-key-findings
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref11


5

Global Workplace Law & Policy - 5 / 5 - 09.02.2023

has Affected Telework and Exposed Its Implications for Privacy, Berkeley Journal of Employment
and Labor Law (Forthcoming) Available at SSRN: https://ssrn.com/abstract=4092787.

[12] Jodi Kantor and Arya Sundaram, The Rise of the Worker Productivity Score, N.Y. Times (14
A u g . ,  2 0 2 2 )
https://www.nytimes.com/interactive/2022/08/14/business/worker-productivity-tracking.html.

[13] Why Telework Needs Institutional Regulation and Collective Bargaining (May 2021),
http://www.industriall-union.org/report-why-telework-needs-institutional-regulation-and-collective
-bargaining.

[14] For further elaboration on this solution, see Katsabian, supra note 11.

This entry was posted on Wednesday, December 21st, 2022 at 8:00 am and is filed under Covid-19,
Digitalisation, Surveillance, Telework
You can follow any responses to this entry through the Comments (RSS) feed. You can leave a
response, or trackback from your own site.

https://ssrn.com/abstract=4092787
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref12
https://www.nytimes.com/interactive/2022/08/14/business/worker-productivity-tracking.html
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref13
http://www.industriall-union.org/report-why-telework-needs-institutional-regulation-and-collective-bargaining
http://www.industriall-union.org/report-why-telework-needs-institutional-regulation-and-collective-bargaining
https://global-workplace-law-and-policy.kluwerlawonline.com//5FB9705A-6C33-4BAB-B744-A369C7ABAFD8#_ftnref14
https://global-workplace-law-and-policy.kluwerlawonline.com/category/covid-19/
https://global-workplace-law-and-policy.kluwerlawonline.com/category/digitalisation/
https://global-workplace-law-and-policy.kluwerlawonline.com/category/surveillance/
https://global-workplace-law-and-policy.kluwerlawonline.com/category/telework/
https://global-workplace-law-and-policy.kluwerlawonline.com/comments/feed/
https://global-workplace-law-and-policy.kluwerlawonline.com/2022/12/21/working-from-home-a-challenge-to-workers-rights-to-privacy-humanity-and-dignity/trackback/

	Global Workplace Law &amp; Policy
	Working from Home – A Challenge to Workers’ Rights to Privacy, Humanity and Dignity


